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HTTP/3

How it works
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HTTP/3 Usage

• HTTP/3 is quickly expanding

and it is widely supported by 

browsers

• However, few research papers 

explore its security
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HTTP/3 vs HTTP/1 and 2

4



www.saiferlab.ai

HTTP/3 vs HTTP/1 and 2

• HTTP/1 sends requests without compressions

• HTTP/2 and 3 apply compressions (HPACK and QPACK)
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Background
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Request Smuggling

• Request smuggling is an attack that arises when two or 

more servers parse the same request in different ways

• Example: conflicting headers
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HTTP versions conversion

• Proxies support HTTP version conversion 

• Example: HTTP/3 to HTTP/1

• This can be dangerous

8

Source: https://datatracker.ietf.org/doc/html/rfc9114

https://datatracker.ietf.org/doc/html/rfc9114
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Detection Methodology
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Methodology
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• Request smuggling arises from not following RFC 

specifications

• We extracted from the RFCs a set of restrictions
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Methodology
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From each RFC violation we extract possible vulnerabilities, 
defining a taxonomy of HTTP/3 request smuggling 
attacks

• HTTP/3 Content-Length

• HTTP/3 Transfer-Encoding

• HTTP/3 Request splitting and response queue 
poisoning

• HTTP/3 Tunneling

• HTTP/3 Conflicting headers
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Methodology
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• We created a tool that crafts malicious requests

https://github.com/lpisu98/HTTP3-Smuggling-Tool

https://github.com/lpisu98/HTTP3-Smuggling-Tool
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Experimental Evaluation
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• We tested our tool against 5 popular proxies:

– Aioquic

– Caddy

– Haproxy (2.7 and 3.0)

– Nginx

– Traefik

• Haproxy 2.7 has a vulnerability (CVE-2023-25950) related 
to request smuggling

• We use this version of Haproxy to confirm that our tool 
can spot the vulnerability
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Results
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• ✗ indicates failed validations

• indicates connection timeouts

• indicates modifications of the request

• ✓ indicates successful validations
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Conclusion and future works

16

• HTTP/3 proxies can have security problems

• To prevent vulnerabilities, proxies should strictly adhere 

to RFC specifications

Future works:

• More proxies can be analyzed with our tool

• Of each proxy multiple versions can be analyzed, based 

on their real-world spreading
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Thank you for the attention

lorenzo.pisu@unica.it

Lorenzo Pisu
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